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MICROPROCESSOR COMPRISING INPUT MEANS IN THE TEST MODE 

Field of the Invention 

The present invention relates to 
microprocessors, and more particularly, to controlling 
the switching of a microprocessor into a predetermined 
operating mode. 



Background of the Invention 

Figure 1 schematically shows a microprocessor 
MP with a conventional device for switching the 
microprocessor into a predetermined operating mode. 

10 This device comprises a counter CNTR, the output of 

which is applied to the central processing unit CPU of 
the microprocessor by a decoder DEC. The counter CNTR 
has a counting input El, a reset input E2 and an input 
E3 for validating and locking the output of the 

15 counter. Input El is coupled to a terminal PI of the 
microprocessor, and inputs E2 and E3 receive the reset 
signal (RESET) of the microprocessor. By convention, 
the active value of the signal RESET is considered in 
the following as being the value 0. The counter CNTR 

20 is inhibited and maintained at zero when the signal 

RESET is at 1, and is active when the signal RESET has 
the active value 0. 
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As well known by those skilled in the art, 
the start of a microprocessor MP begins by an 
initialization sequence, the duration of which 
corresponds to a predetermined number of clock cycles, 
5 during which the signal RESET is set to 0 (active 

value) . The temporary setting to 0 of the signal RESET 
has the effect of activating the counter CNTR so that a 
mode selection signal MS, formed by a series of pulses, 
can be applied to the counting input El by terminal PI. 

10 When the signal RESET switches again to 1, the rising 
edge of this signal on the input E3 of the counter 
activates output latches of the counter (not shown) so 
that the counter delivers a number N representative of 
the number of pulses applied to its input El when the 

15 signal RESET was at 0. 

The number N is received by the input of 
decoder DEC, which then delivers two mode bits MO and 
Ml to the central processing unit CPU of the 
microprocessor. Only one of these two bits is at a 1 

20 according to the value of N. Bit Ml is, for example, 
equal to 1 when N is between values Nl and N2, and bit 
MO is at 1 when N is not between these two values Nl 
and N2, which thus defines a selection window for mode 
Ml. 

25 Mode MO (bit MO at 1) or a default mode of 

the microprocessor is generally the user mode, i.e., 
the normal operating mode of the microprocessor in the 
application for which it has been programmed. Thus, 
when no pulse is applied to terminal PI during the 

30 initialization period, the microprocessor always starts 
in the user mode, which means that it will read the 
first instruction of an application program arranged in 
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its main program memory, such as a FLASH memory (not 
shown), for example. 

Mode Ml (bit Ml at 1) is generally a test or 
servicing mode, where the program counter PC of the CPU 

5 unit is directed to a predetermined address 

corresponding to the first instruction of a test 
program. Such a test program is generally provided by 
the manufacturer and is prerecorded in a specific 
memory, such as a ROM memory, for example. This test 

10 program may also be a program for loading a test 
program in a memory for a greater test mode 
flexibility. 

The test mode is reserved to the servicing or 
the testing of the microprocessor before its first 

15 power-on. When the microprocessor is arranged on a 
printed circuit board and is connected to various 
peripheral elements, the user must never apply a series 
of pulses to terminal Pi during the initialization 
period. Thus, for switching the microprocessor into 

20 the test mode, it is generally necessary to access 

terminal PI by external equipment, such as conductive 
tongs for example, in order to apply the pulses of a 
mode MS selection signal. 

It is essential that the microprocessor is 

25 not going to switch involuntarily into the test mode, 
wherein the microprocessor would not run the 
application program and would not operate as it should. 
An involuntary start in the test mode would lead to 
problems in a system controlled by the microprocessor, 

30 some of which may be serious. To that effect, the 

numbers Nl and N2 are chosen rather close to define a 
narrow selection window, for example, a window ranging 
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between 33 and 38 pulses, and may even be chosen equal 
for maximum security. 

In spite of these precautions, experience 
shows that a microprocessor provided with a device of 
5 the above described type may accidentally switch into 
the test mode, and in particular, when the 
microprocessor and the printed circuit board on which 
it is arranged are disposed in a very noisy 
electromagnetic environment that is likely to generate 

10 parasitic signals on the counting input El. 

Such a selection device for the operating 
mode of a microprocessor has, however, the advantage of 
being straightforward to implement because it only 
requires a counter and a decoder having both a low cost 

15 and small size. 

Summary of the Invention 

An object of the present invention is to 
improve the switching security of a microprocessor into 
a specific operating mode, while using a counting 

20 device of the above described type. 

This object is achieved by a microprocessor 
comprising selection means for selecting an operating 
mode thereof. The selection means comprises a counter 
having a counting input and a reset input, and means 

25 for coupling the counting input to a first terminal of 
the microprocessor. The selection means further 
comprises means for coupling the reset input of the 
counter to a second terminal of the microprocessor, and 
means, within or external the microprocessor, for 

30 maintaining by default the reset input of the counter 
at a first logic value ensuring the maintaining at zero 
of the counter in the absence of a control signal 



likely to be applied to the second terminal for 
activating the counter. 

According to one embodiment, the means for 
coupling the reset input of the counter to the second 
terminal of the microprocessor comprises a logic 
circuit comprising an output coupled to the reset 
input, a first input coupled to the second terminal of 
the microprocessor, and a second input receiving a 
signal ensuring the inhibition of the output of the 
logic circuit with regard to its first input outside 
selection periods of the operating mode of the 
microprocessor . 

The inhibit signal of the logic circuit may 
be a reset signal of the microprocessor. The logic 
circuit may comprise an AND gate having a first input 
connected to the second terminal, and a second input 
connected to the output of an inverting gate receiving 
as an input the reset signal of the microprocessor. 
The means for maintaining by default the reset input of 
the counter at a first logic value may comprise a bias 
resistor. The output of the counter may be applied to 
a central processing unit of the microprocessor by a 
decoder delivering to the central processing unit mode 
bits, the value of which depends on a counting result 
delivered by the counter. 

The means for coupling the counting input of 
the counter to a first terminal of the microprocessor 
may comprise a logic circuit comprising an output 
coupled to the counting input, a first input coupled to 
the first terminal of the microprocessor, and a second 
input receiving a signal ensuring the inhibition of the 
output of the logic circuit with regard to its first 
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input outside selection periods of the operating mode 
of the microprocessor. 

The operating mode may be a test or a 
servicing mode requiring the application of a 
5 predetermined number of electric pulses to the counting 
input of the counter during a selection period of the 
operating mode of the microprocessor. The first and 
the second terminals are preferably used as 
input /output ports of the microprocessor for outside 

10 selection periods of the operating mode of the 
microprocessor. 

The present invention also relates to a 
method of selecting an operating mode of a 
microprocessor by a counter having a counting input and 

15 a reset input. The method preferably comprises a step 
of applying a predetermined number of pulses to the 
counting input by a first terminal of the 
microprocessor, and providing means for coupling the 
reset input of the counter to a second terminal of the 

20 microprocessor. The reset input of the counter is 
driven by a control signal applied to the second 
terminal of the microprocessor for activating the 
counter. The method further includes providing means, 
internal or external the microprocessor, for 

25 maintaining by default the reset input of the counter 
at a first logic value ensuring the maintaining at zero 
of the counter in the absence of the control signal. 

The method preferably comprises a step of 
providing a first logic circuit comprising an output 

30 coupled to the reset input of the counter, a first 
input coupled to the second terminal of the 
microprocessor, and a second input receiving a signal 
ensuring the inhibition of the output of the logic 



circuit with regard to its first input outside 
selection periods of the operating mode of the 
microprocessor. 

The method also preferably comprises a step 
5 of providing a second logic circuit comprising an 

output coupled to the counting input of the counter, a 
first input coupled to the first terminal of the 
microprocessor, and a second input receiving a signal 
ensuring the inhibition of the output of the logic 
y 10 circuit with regard to its first input outside 

J3 selection periods of the operating mode of the 

microprocessor. 

j.|f The inhibit signal may be a reset signal of 

the microprocessor. The operating mode may be a test 
J\. 15 or a servicing mode selected by applying a 

N 5 predetermined number of electrical pulses to the 

%j counting input of the counter while a reset signal of 

77 the microprocessor has an active value. 



Brief Description of the Drawings 

20 These objects, characteristics and advantages 

as well as others of the present invention will be 
exposed in more detail in the following description of 
an exemplary embodiment of a device according to the 
invention, given in a non-limiting way in conjunction 

25 with the accompanying drawings, in which: 

Figure 1 shows schematically a microprocessor 
comprising a conventional selection device for 
selecting an operating mode thereof according to the 
prior art; 

30 Figure 2 shows schematically a microprocessor 

comprising a selection device for selecting an 



operating mode thereof according to the present 
invention; and 

Figures 3A, 3B and 3C show signals 
illustrating the operation of the selection device 
5 according to the present invention. 

Detailed Description of the Preferred Embodiments 

Figure 2 shows schematically a microprocessor 
MP1 with a device according to the invention for 
ensuring the selection of the operating mode thereof by 

10 pulse counting, according to the principle described 
above. The device thus comprises a counter CNTR, the 
output of which is applied to the central processing 
unit CPU of the microprocessor by a decoder DEC which 
delivers mode bits MO and Ml. 

15 Counter CNTR has a counting input El and a 

reset input E2 . Input El is coupled to a terminal PI 
of the microprocessor for receiving a mode selection 
signal MS formed by a series of electrical pulses. The 
signal RESET is conventionally delivered by an internal 

20 generator RGEN providing the reset of the 

microprocessor at its power-on, but may also be forced 
to 0 by a terminal RSTP of the microprocessor, for 
example, when a reset is desired during the run of a 
program. As previously discussed, the initialization 

25 period of the microprocessor is the period during which 
the signal RESET is brought to its active value, here 
the value 0. 

According to the invention, input E2 of the 
counter is driven by the output of a logic circuit 

30 having a first input connected to a terminal P2 of the 
microprocessor and a second input receiving the signal 
RESET. This logic circuit comprises a gate Al of the 
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AND-type having a first input connected to terminal P2, 
and a second input connected to the output of an 
inverting gate II receiving the signal RESET as an 
input. Thus, during the initialization period of the 
5 microprocessor when the signal RESET is at 0, input E2 
of the counter may be driven by a control signal CS 
applied to terminal P2, as gate Al receives a 1 on its 
input connected to the output of gate II and is thus 
relatively transparent to signal CS. 
E3 10 Still according to the invention, control 

^ signal CS present on terminal P2 is maintained by 

*j default at a logic value which ensures the inhibition 

fy of the counter CNTR when the signal RESET is at 0. The 

Jv value by default of signal CS, here the value 1, is 

5 15 imposed by a pull-up resistor Rl at the high state, a 

I** terminal of which receives the supply voltage Vcc of 

Jjt the microprocessor, and the other input of which is 

GJ connected to terminal P2 . Resistor Rl is preferably an 

internal resistor of the microprocessor, but may also 
2 0 be provided on an external line connected to terminal 
P2. 

In an alternative embodiment leading to a 
similar result, resistor Rl may be directly connected 
to the output of gate Al and to the input E2 of the 
25 counter. However, the fact of letting signal CS in a 
floating state may involve undesirable commutations of 
gate Al . Another alternative includes providing 
resistor Rl on an external conductive line connected to 
terminal P2 . 

30 Optionally but advantageously, the first 

terminal Pi of the microprocessor, which receives the 
selection signal MS, is coupled to the counting input 
El by a logic circuit ensuring the isolation of input 
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El with regard to terminal PI outside initialization 
periods. This logic circuit comprises, for example, a 
gate A2 of the AND-type having a first input connected 
to terminal PI, and a second input connected to the 
5 output of an inverting gate 12 receiving the signal 
RESET as an input. Gate A2 prohibits the application 
of the signal MS to input El when the signal RESET is 
at 1. 

Table 1 describes in relation with Figures 
10 3A, 3B and 3C the operations to be performed to ensure 
the start of the microprocessor in a specific operating 
mode, for example, a test mode, during the 
initialization period of the microprocessor. Figure 3A 
shows the signal RESET, Figure 3B shows the control 
15 signal CS, and Figure 3C shows the pulses forming 
signal MS. 

During a first phase PHI of the 
initialization period, the signal RESET is at 0 and 
gate Al receives a 1 on its input connected to the 
20 inverting gate II. Gate Al is thus transparent with 
regard to signal CS, which is maintained at 1 by 
resistor Rl . Thus, signal RSTC is at 1 at the output 
of gate Al, and the counter is inactive and maintained 
at zero. 

25 During a second phase PH2 of the 

initialization period, signal CS is forced to 0 (Figure 
3B) by a voluntary intervention on terminal P2, 
performed for example, by an appropriate tool 
(conductive tip) if the microprocessor is arranged on a 

30 printed circuit board provided for a predetermined 
application. When the signal CS is forced to 0, the 
signal RSTC passes to 0 at the output of gate Al and 
counter CNTR is activated. A series of pulses between 
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Nl and N2 pulses may then be applied to terminal Pi 
(signal MS, Figure 3C) . 



TABLE 1 



RESET 


CS 


RSTC 


Phase 


0 


1 


1 


PHI: counter inactive and 
maintained at zero 


0 


0 


0 


PH2 : counter active (counting 
period) 


1 


X 

(1 or 0) 


0 


PH3 : the output of the counter 
is locked, as counting input El 
is isolated from terminal PI by 
logic circuit A2/I2 - Input E2 
of the counter is inhibited by 
signal RESET (output of circuit 
Al at 1) 



During a third phase PH3, the signal RESET 
passes to 1 and the initialization period is finished. 

10 The passage to 1 of the signal RESET inhibits the 

counting, as gate A2 is no longer transparent, and its 
output is forced to 0. The number N present at the 
output of the counter, corresponding to the number of 
pulses received on input El, is transformed by the 

15 decoder DEC into a mode bit MO or Ml. The passage to 1 
of the signal RESET forces also to 0 the signal RSTC at 
the output of gate Al, so that control signal CS has no 
more influence on the counter and may be released a few 
clock cycles after the end of the initialization 

20 period. 

In a conventional way, the decoder DEC sets 
to 1 the mode bit Ml if the number N is between Nl and 
N2, for example, between 33 and 38 pulses, so that the 
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central processing unit CPU runs a test program located 
at a specific address of the microprocessor's memory. 
In the opposite case, the mode bit MO is set to 1 (user 
mode) and the mode bit Ml remains at 0. 
5 As this will be clearly apparent to those 

skilled in the art, the microprocessor MPl provides an 
excellent immunity against an involuntary switching 
into the test mode Ml in the presence of 
electromagnetic signals. As a matter of fact, the 

10 switching into the test mode is subject to two 

conditions. A first condition is a conventional 
condition linked to the number of pulses applied to 
terminal PI, and a second condition is an additional 
condition due to the necessity of forcing to zero the 

15 control signal CS on terminal P2 so that the counter is 
activated. 

Thus, if electromagnetic parasites generate N 
electrical pulses on terminal Pi during the 
initialization period of the microprocessor, and if N 

20 is between Nl and N2, the switching into the test mode 
will only occur if terminal P2 is in addition forced to 
0 during the appearance of the N parasitic pulses. 
However, the probability that such a combination of 
signals occurs in an involuntary manner may be 

25 considered as almost being equal to zero, since it is 
not very probable that a disturbing phenomenon 
maintains the signal CS at 0 in a stable way while 
generating the N pulses on input El. In fact, it is 
enough that the effect of the disturbing phenomenon 

30 stops a short time in order that the signal CS switches 
again to 1 by the bias resistor Rl so that the counter 
is reset to zero. 
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The present invention is of course likely to 
have various alternatives as readily appreciated by 
those skilled in the art. In particular, although the 
counter described above does not comprise means for 
5 locking its output because of the inhibition of its 
counting input with regard to terminal Pi by the logic 
circuit A2/I2, such locking means will have to be 
provided if the logic circuit A2/I2 is suppressed and 
input El is directly connected to terminal PI. 
H 10 Also, input E2 of the counter may be directly 

J3 driven by control signal CS without interposition of 

yK logic circuit Al/Il. However, the fact that the logic 

Jjf circuits A2/I2 and Al/Il isolate the inputs El and E2 

M» of the counter with regard to terminals PI, P2 when the 

y. 15 signal RESET is at 1, allows the use of terminals PI, 

P P2 for receiving other signals during the normal 

SJ operation periods of the microprocessor, i.e., outside 

j™ the initialization periods. 

Thus, in a preferred embodiment of the 
20 invention, terminals PI and P2 are also used as 

input/output ports and are, to this effect, coupled to 
input/output buffers of the microprocessor (not shown) . 
This allows the number of external terminals of the 
microprocessor to be reduced, avoiding the need of 
25 providing two terminals dedicated to the selection of 
the operating mode. 

On the other hand, it will be clearly 
apparent that the logic values of the signals described 
in the foregoing have a relative value only. Thus, the 
30 logic circuit comprising gates Al and II, which is 

transparent with regard to the control signal CS during 
the initialization period PH1-PH2, could be implemented 



by an OR-gate by choosing opposite conventions for the 
active value of the signals. 

Also, although there has been described in 
the foregoing a microprocessor which comprises a 
default operating mode MO (bit MO at 1) and a specific 
operating mode Ml protected against parasitic 
phenomena, it is clear that the present invention is 
suitable for the selection of a plurality of specific 
operating modes Ml, M2, M3, . . . Each operating mode may 
be identified by a predetermined number of pulses 
applied to the input El of the counter. This number of 
pulses may be fixed or may be between two predetermined 
values . 



